Technical Disclosure Commons
Defensive Publications Series

October 04, 2018

ACTIVE SIGNATURE MATCHING WITH
RICH STYLUS DATA
HP INC

Follow this and additional works at: https://www.tdcommons.org/dpubs_series
Recommended Citation
INC, HP, "ACTIVE SIGNATURE MATCHING WITH RICH STYLUS DATA", Technical Disclosure Commons, (October 04,
2018)
https://www.tdcommons.org/dpubs_series/1559

This work is licensed under a Creative Commons Attribution 4.0 License.
This Article is brought to you for free and open access by Technical Disclosure Commons. It has been accepted for inclusion in Defensive Publications
Series by an authorized administrator of Technical Disclosure Commons.

INC: ACTIVE SIGNATURE MATCHING WITH RICH STYLUS DATA

Active Signature matching with rich stylus data
Abstract:
This publication disclosed a great stylus signature use case for login app/system,
encryption/decrypt file and generating password. Signature on different people will be
with different “Inking pressure”, “Holding force”, “Moving speed”, “Writing angle”,
“Writing direction” and “Signature shape”. System can check such rich stylus data to do
Signature Matching job. Signature is easier to remember and harder forged by hacker.
Design Construction:
The design constituted with electronic devices and active stylus. The electronic devices
could be mobile phone, tablet computer, smart display, notebook computer, electronic
white board, or accessory, etc. The electronic devices are equipped with stylus device
which can receive stylus signal. The stylus device constructed with transparent
receiving (Rx) and(or) transmitting electrodes (Tx) to detect stylus signal.
The active stylus consists of one or more microcontroller and many sensors for
detecting user activity. Sensors for “Inking pressure”, “Holding force”, “Moving speed”,
“Writing angle”, “Writing direction” and “Signature shape” are implemented in the inner
housing and under the pen body, which can provide mechanical support for the sensors
and make sure consistent measurement on pen body deformation.
Stylus can transmit information through pen tip module and additional Bluetooth or NFC
module can be implemented to communicate with host electronic devices.
Software Application:
The Software Application/FW will build in Signature Matching algorithm. Algorithm can
be implemented by any form like by SDK, LIB or customized App/FW.
Signature can be applied for different applications:
1. To login app/system
2. To lock(encryption)/unluck(decrypt) file
3. To generate password by stylus signature instead to key in password.
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<Flow Chart>



Login/Decrypt
App/System Open

Show Sign Area on App/system
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Signature/Password manager

Create Signature/Password mapping

Web/App/System request to
input password

Signature Agent show up before keyin password

To select “Create Signature”

To generate signature and password
mapping in Signature Agent
(*See note1)

Verify signature in
Signature Agent until
user agree.

Not Agree
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* Note1
–

To show signature security level when user sign by stylus

Security level

Security level

Security level
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Generate password by Signature

Web/App/System request to
input password

Signature Agent show up before keyin password

To Sign by Stylus in signing area
(*See note 2)

Does signature
match?

No

Yes
Generate password

* Note2
–

Be able to switch visibility be on and off when user signing by stylus

Visibility: On

Visibility: Off
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